Using Nmap-Zenmap GUI

Scanning Multiple IPs: Enter the Target IP address range and Select the type of scan

I. Nmap Output: This is the default tab and shows the output of the command.

Scan Jools Profile Help

Target: | 1271.0.% EI Profilet | Intense scan B Cancel

Command: | nmap -T4 -A-v127.1.07

[ Hosts ” Services MNmap Output Ports,fHostslTopoIogylHostDetaiIslScans|
rmrarrem « . |nmap-TA-A-v12710- B
127100 -
- = Starting Nmap 6.46 ( http://nmap.crg ) at 2014-89-38 13:81 India Standard Time =}
127.1.01 NSE: Loaded 118 scripts for scanning.
W 127102 [ NSE: Script Pre-scanning.
Initiating Parallel DNS resolution of 256 hosts. at 13:82
B 127103 Completed Parallel DNS resolution of 256 hosts. at 13:82, 2.58s elapsed
W 127104 Skipping SYN Stealth Scan against 127.1.8.8 because Windows does not support
e scanning your own machine (localhost) this way.
W 177105 Initiating Service scan at 13:82
Skipping 05 Scan against 127.1.8.8 because it doesn't work against your own machine
B 127106 (localhost)
W 127107 Skipping 05 Scan against 127.1.8.1 because it doesn't work against your own machine
"' (localhost)
B 127108 Skipping 05 Scan against 127.1.8.2 because it doesn't work against your own machine
(localhost)
W 127108 Skipping 05 Scan against 127.1.8.3 because it doesn't work against your own machine
W 1771010 (localhost)
Skipping 05 Scan against 127.1.8.4 because it doesn't work against your own machine
1271011 {localhost)
Skipping 0S5 Scan against 127.1.8.5 because it doesn't work against your own machine
1271012 (localhost)
W 1271013 Skipping 05 Scan against 127.1.8.6 because it doesn't work against your own machine
(localhost)
B 1271014 Skipping 05 Scan against 127.1.8.7 because it doesn't work against your own machine
W 1271015 (localhost)
i Skipping 05 Scan against 127.1.0.8 because it doesn't work against your own machine
W 17271016 (localhost)
Skipping 05 Scan against 127.1.0.9 because it doesn't work against your own machine
W 1271.017 {localhost)
W 1271018 Skipping 05 Scan against 127.1.0.10 because it doesn't work against yvour own
e machine {localhost)
W 1771019 Skipping 05 Scan against 127.1.0.11 because it doesn't work against your own
machine (localhost)
B 1271020 Skipping 05 Scan against 127.1.8.12 because it doesn't work against your own
B 1271071 machine (localhost)
"' Skipping 05 Scan against 127.1.8.13 because it doesn't work against your own
B 1271022 machine (localhost)
Skipping 05 Scan against 127.1.8.14 because it doesn't work against your own
B 1271023 machine (localhost)
W 1271024 = Skipping 05 Scan against 127.1.8.15 because it doesn't work against your own
B machine (localhost) i
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I1. Ports/Hosts: This tab shows you what ports are open on what hosts.

Scan TJools Profile Help
Target: | 127.1.0.% B Profile: | Intense scan B Cancel
Command: | nmap -T4 -A-v1271.07
[ Hosts ][ Services ] ‘ Nmap OLItpu‘t‘ Parts / Hosts |Topology| Hast DetaLIsl 5cam|
05 4 Host .| 1 Port 4 Protocol 4 State 4 Service 4 Version ‘.:
W 127100 I L tep unknown tcpraux |_|
| W 127101 3 @ tep unknown compressnet
@ ¢ tep unknown unknown
: : E;igj ® s tep unknown unknown
| W 127104 @7 tep unknown echo
| W 127105 ® 3 tep unknown discard
| W 127106 @ 13 tep unknown daytime
| W 127107 @ 17 o unknown gotd
| W 127108 ® 1 tep unknown chargen
|| W 127109 @ 0 tep unknown ftp-data
| W 1271010 @ 2 tep unknown ftp
| W 171011 @ 2 top unknown ssh
W 1271012 @ 5 o unknown telnet
W 1271013 ® tep unknown priv-mail
| W 0w @ 5 i unknown smtp
| W 1271015 @ tep unknown rsftp
| ®w 1271016 @ 0t unknown unknown
| W 1271017 @ :2 tep unknown unknown
| W 1271018 ® 3 tep unknown dsp
| W 1271019 ® 7 o unknown time
| W 1271020 @ 42 tep unknown nameserver
|| W 1271021 ® B tep unknown whois
W 1271022 ® 49t unknown tacacs
W 1271023 8 @ 53 top unknown domain
Filter Hosts ® 0t unknown gopher |




I11. Topology: This tab is a must-use for audits as it shows the actual topology of your n/w.

Zenmap

Scan Tools Profile Help

Target: |127.1.0.* E] Profile: | Intense scan E] Cancel

Command: | nmap-T4 -A-v1271.0*
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IV. Host details: This tab will give you specific information about a selected host. To select a
host you simply select the desired target from the left pane where all of the IP addresses or host
names are listed.

B Profile: | Intense scan

B Cancel

Scan Tools Profile Help
Target: 12710
Command: | nmap -T4 -A-v1271.07
[ Hosts ” Services ] ‘ Nmap Dutputl Por‘rs,‘HosBl Topology‘ Host Details | Scans|
05 4 Host - s 2127100
w7100 || | -
W127101 - State: U
W 127102 Open ports: 0
B 177103 Filtered ports: 0
W 127104 Closed ports: 0
§ 17105 Scanned ports: 1000
Up time: Mot available
¥ 127108 Last boot: Mot available
W127107
W 127108 - "‘E;fﬂ:mm
¥ 127109 Py Not available
¥ 1271010 MAC: Not available
W 1271011
W 1271012 = Comments
W 1271013
W 1271014
W 1271015
W 1271016
W 1271017
W 1271018
W 1271019
W 1271020
" W 1271021
W 1271022
W 1271023
B 4771004
Filter Hosts




V. Scans: This tab lists all of the scans you have executed. Most of these will be unsaved scans.
You can, of course, select one of your past scans and re-run it by selecting said scan and clicking
the Scan button.

Scan Tools Profile Help

Target: |127.1.0.7 |Z| Profile: | Intense scan |z| Cancel

Command: |nmap -T4 -A-v1271.07

[ Haosts ][ Services ] | Nmap Du‘tpu‘tl Ports / Host'il Topologyl Host Details| 5car15|

Status  Command

05 4 Host - .
LT LML Unsaved nmap -T4 -A -v1271.0.*

127.1.0.232
127.1.0.233
127.1.0.234
127.1.0.235
127.1.0.236
127.1.0.237
127.1.0.238
127.1.0.239
127.1.0.240
127.1.0.241
127.1.0.242
127.1.0.243
127.1.0.244
127.1.0.245
127.1.0.246
127.1.0.247
127.1.0.248
127.1.0.249
127.1.0.250
127.1.0.251
127.1.0.252
127.1.0.253
127.1.0.254
127.1.0.255 -

m
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ancel Scan

m= Remove Scan

[ +Append Scan

[ Filter Hosts ]

The Zenmap tool is actually a graphical front end for the very popular Nmap command
line tool. Nmap is an open source tool for network security and auditing. Although Nmap is
incredibly powerful, when working with larger networks most administrators do not want to
work with command line only tools. And besides, as they say "A picture is worth a thousand
words". In this case that is very much true because Zenmap will give you an interactive graphical
map of your network.



