Using Nmap-Zenmap GUI

Scanning a Single IP : Enter the Target IP address and Select the type of scan

I. Nmap Output: This is the default tab and shows the output of the command.

- Zenmap =] Ll

Scan  Toels Profile Help

Target: | 192.168.56.5 |E| Profile: | Intense scan EI Cancel

Command: | nmap -T4 -A -v192,168.56.5
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05 4 Host  ~ |nmap-T4-A-v192168.56.5 -

L/ 192.168.56.5

Starting Mmap 6.46 { http://nmap.org ) at 2814-89-38 12:25 India b
Standard Time

MSE: Loaded 118 =cripts for scanning.

NSE: Script Pre-scanning.

Initiating Ping Scan at 12:25

Scanning 192.168.56.5 [4 ports]

Completed Ping Scan at 12:25, @.11s elapsed (1 total hosts)
Initiating Parallel DNS resolution of 1 host. at 12:25

Completed Parallel DN5 resoluticon of 1 host. at 12:25, 8.88s elapsed
Initiating SYM Stealth Scan at 12:25

Scanning 192.168.56.5 [1888 ports]

Discovered open port 443/tcp on 192.168.56.5

Discovered open port 88/tcp on 192.168.56.5

Dizcovered open port 3888/tcp on 192.168.56.5

Discovered open port 8818/tcp on 192.168.56.5

Completed SYM Stealth Scan at 12:25, 4.26s5 elapsed (1888 total ports)
Initiating Service scan at 12:25

Scanning 4 services on 192.168.56.5

Service scan Timing: About 25.88% done) ETC: 12:32 (8:85:39 remaining)
Completed Service scan at 12:27, 149.98s elapsed (4 services on 1
host)

Initiating 05 detection (try #1) against 192.168.56.5

Retrying 05 detection (try #2) against 192.168.56.5

Initiating Traceroute at 12:27

Completed Traceroute at 12:27, 8.82s elapsed

Initiating Parallel DNS resolution of 2 hosts. at 12:27

Completed Parallel DWS resolution of 2 hosts. at 12:27, @.81s elapsed
MNSE: Script scanning 192.168.56.5.

Initiating NSE at 12:27

Completed NSE at 12:38, 144.86s5 elapsed

Nmap scan report for 192.168.56.5

Host is up (@.88811s latency).

Mot shown: 995 filtered ports

PORT STATE SERVICE VERSION

B/ /tcp open http?

113/tcp closed ident

Filter Hosts 443 /tcp open https? 7
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I1. Ports/Hosts: This tab shows you what ports are open on what hosts.

I < fenmap

Scan Teools Profile Help

Target: | 192.168.56.5 IZI Profile: | Intense scan

Command: |nmap -T4 -4 -v192.168.56.5

[Hcrsts “ Services ] | MNmap Gl..rtpu‘t| Ports / Hosts |Topo|ogy| Host Detailsl Scans|

0% 4 Host - > Port 4 Protocol 4 State ~ Service 1 Version 4
U 192168565 |9 80 fp Bl hilp '
tc open ttps
9 443 p p http:
tc open tt
@ 8008 p p http
tc opeEn  xm
© 8010 tcp p PP
@ 113 tcp closed ident
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I11. Topology: This tab is a must-use for audits as it shows the actual topology of your n/w.

Scan  Tools Profile Help

Target: 192.168.56.5 B Profile: Elntense 5can

[2] [scen] [conce

SERINIG ) hmap T4 -A -V 192306565

(Hosts ][ Services | | Nmap Output | Ports / Hosts, Topology | Host Details| Scans

0OS ¢ Host =
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IV. Host details: This tab will give you specific information about a selected host. To select a

host you simply select the desired target from the |

names are listed.
(In this example we are using single IP address.)

Scan  Tools Profile Help

Target: | 192.168.56.5

Command: | nmap -T4 -4 -v 192 168.56.5

IZI Profile: | Intense scan

eft pane where all of the IP addresses or host

IZI Cancel

[ Hosts ][ Services ] | MNmap Gutpl..rtl Ports / Hosrjl Topology

Haost Details

T T
F

05 4 Host
L/ 192.168.56.5

985
1
1000
6046

Filtered ports:
Closed ports:
Scanned ports:
Up time:

Last boot:

=l Addresses
IPvd;  192.168.56.5

IPvi: Mot available
MAC: Mot available

=l Operating System
Mame:

Accuracy:

=l Ports used

=1 05 Classes
Type  Vendor

firewall Fortinet

TCP Sequence
IP ID Sequence
TCP TS Sequence

Comments

Tue Sep 30 10:49:31 2014

Port-Protocol-5tate;
Port-Protocol-5tate;

| -

—
.
LI

Fortinet FortiGate-50B or 3108 firewall

80 - tcp - open
113 - tep - closed

05 Family OS5 Generation Accuracy

embedded

4
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V. Scans: This tab lists all of the scans you have executed. Most of these will be unsaved scans.
You can, of course, select one of your past scans and re-run it by selecting said scan and clicking
the Scan button.

Scan Jools  Profile Help

Target | 192168.56.5 * | Profile: |Intense scan - [Scan] |Cancel|

Command: | nmap -T4 -A -+ 192.168.56.5 |

| Hosts || Services | | Nmap Output | Ports / Hosts | Topology | Host Details| Scans

Status Command

05 4 Host -
L 192.168.56.5

Unsaved nmap -T4 -A -v 192168,

| + Append Scan @ Remove Scan " Cancel Scan |

| Filter Hosts ' I
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Scan  Tools Profile Help

Target: | 192.168.56.5 IZI Profile: | Intense scan IZI Cancel

Command: | nmap -T4 -4 -v 192, 168.56.5
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05 4 Host & |nmap-T4-A-v192168.56.5 -
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Device type: firewall|specialized|WAP|general purpose

Running (JUST GUESSING): Fortinet embedded (93%), AVtech embedded
(89%), Linux 2.4.X|2.5.% (89%)

05 CPE: cpe:/o:linux:linux_kernel:2.4 cpe:/
o:linux:linux_kernel: 2.6

Appressive 05 guesses: Fortinet FortiGate-58E or 318B firewall
(93%), Fortinet FortiGate-68E or -1884 firewall (93%), AVtech
Room Alert 26W environmental monitor (89%), DD-WRT w23 (Linux
7.4.36) (89%), Linux 2.6.18 - 2.6.22 (88%)

Mo exact 05 matches for host (test conditions non-ideall.

Uptime guess: 8.878 days (since Tue Sep 38 18:49:31 2814)

Metwork Distance: 2? hops

TCP Sequence Prediction: Difficulty=261 (Good luck!)

IP ID Sequence Generation: Randomized

TRACEROUTE (using port 113/tcp)
HOP RTT ADDRESS

1 8.88 ms 192.168.1.97

2 2.88 ms 192.168.56.5

HEEL script Post-scanning.

Read data files from: C:%“Program Files (x&6)‘\Nmap

05 and Service detection performed. Please report any incorrect

results at http://nmap.org/submits .

Mmap done: 1 IP address (1 host up) scanned in 385.88 seconds
Raw packets sent: 2896 (97.288KB) | Rcwd: 34 (1.856KB) |
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The Zenmap tool is actually a graphical front end for the very popular Nmap command
line tool. Nmap is an open source tool for network security and auditing. Although Nmap is
incredibly powerful, when working with larger networks most administrators do not want to
work with command line only tools. And besides, as they say "A picture is worth a thousand
words". In this case that is very much true because Zenmap will give you an interactive graphical
map of your network.




